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Executive Summary

This Proof-of-Concept (PoC) pioneers the integration of high-performance public
networks on the Universal Digital Payments Network (UDPN). Hedera is the first
asynchronous BFT network supported by the UDPN. Thanks to its high transaction
throughput, businesses can easily transact in digital currencies on the Hedera
Network. Transactions are initiated on a UDPN Business Node, the gateway to all UDPN
services, while integration complexities are abstracted by custom Transaction Nodes
connected to the relevant Hedera digital currency systems.

This report presents the outcome of customising two Transaction Nodes to support
digital currencies deployed on the Hedera Network. This PoC focused on integrating
the Hedera Software Development Kit and EMTECH CBDC Sandbox, two leading digital
currency frameworks, with the UDPN infrastructure. The primary goal was to validate
the functionality of the UDPN network, enabling transfers and swaps of stablecoins
and CBDCs on the Hedera testnet.

The HBAR Foundation and Swirlds Labs participated in this initiative, creating UDPN
decentralised identities and linking them to their respective Hedera accounts. This
report describes the PoC goals, achievements, design, and development process. In
addition, it includes a cost analysis and comparison between Ethereum and Hedera
as settlement layers and an analysis of Hedera technology as a UDPN messaging
layer. Finally, we discuss security and privacy concerns related to digital currency
transactions.

Copyright © 2024 UDPN. All rights reserved.
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1. Introduction

The Universal Digital Payments Network (UDPN) is a leading blockchain infrastructure
that facilitates transaction execution on multiple digital currency systems and
powers interoperability at scale. This PoC demonstrates how the UDPN easily
connects to high-performance public networks like Hedera.

The Hedera Network is an open-source, public, proof-of-stake network supporting
high transaction throughput, predictable fees, and near-instant transaction finality.
Compared to other open-source projects, Hedera concentrates on supporting real-
world use cases and has designed its underlying technology to create one of the
best developer experiences in the Web3 industry.

During the PoC, the HBAR Foundation and Swirlds Labs familiarised themselves with
UDPN core concepts and services. GFT installed a Business Node for both entities. The
Business Node is the gateway to all UDPN services. The UDPN infrastructure routes
transaction messages from the Business Nodes to the Hedera Network. Customising
the UDPN Transaction Node allows the creation of interoperable and programmable
digital currency payment services across isolated settlement systems through a
single gateway.

Copyright © 2024 UDPN. All rights reserved.
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2. Architecture, PoC Core Components
and Transactions

This section offers an overview of the Universal Digital Payments Architecture and the
critical components demonstrated in this Proof of Concept. The core components
are decentralised identities, stablecoins, CBDCs, and the UDPN User Acceptance
Testing (UAT) environment.

2.1. Architecture Overview
The Universal Digital Payments Network (UDPN) is a blockchain-based infrastructure
designed to foster the widespread adoption of digital currencies.

The UDPN is a non-custodial messaging network, meaning the users initiating the
transactions control their digital currencies. The UDPN Alliance members, the entities
operating the network, have no control over these assets. Businesses and financial
institutions can initiate transactions on any digital currency system supported by the
UDPN infrastructure (i.e., regulated fiat-backed stablecoins, tokenised deposits, and
CBDCs). The UDPN infrastructure ensures all processed transactions are correctly
signed and broadcasted to the right digital currency systems.

The network comprises four nodes, each vital in the transaction lifecycle. Two of these
nodes are on-chain, while the other two are off-chain:
1. The Business Node (off-chain) is a gateway that connects businesses’ IT
systems to the UDPN services and allows businesses to initiate transactions.
2. The Validator Node (on-chain) is at the heart of the UDPN and validates the
transaction requests from the Business Nodes.
3. The Transaction Node (off-chain) bridges the UDPN permissioned blockchain
and digital currency systems. It broadcasts signed transactions.
4. The Transaction Audit and Reporting Node (on-chain) is read-only archive
node that allows auditors and regulators to monitor transactions for audit and
compliance purposes.

Copyright © 2024 UDPN. All rights reserved.
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Figure 1. High-Level UDPN Architecture Overview

These four nodes compose the UDPN core infrastructure layer. Applications can be
developed on top of this infrastructure. The Application layer supports two kinds of
applications: the UDPN official services and third-party applications. UDPN official
services include registering a UDPN decentralised identity (DID), mapping that DID to
a digital currency address (e.g., a Hedera account), and initiating transfers/swaps.
Third-party applications such as foreign exchange and cross-border remittances,
Travel Rule compliance, etc., can be deployed by any authorised entity via a UDPN
Business Node. Upon successful voting by the UDPN Alliance members, these
applications will be available to other UDPN ecosystem stakeholders in an
environment similar to an App Store.

2.2. Digital Currency Systems
This PoC focused on supporting end-to-end transactions on two digital currency
systems: regulated fiat-backed stablecoins and central bank digital currencies
deployed on the Hedera Network. In the following paragraphs, we define and
describe each digital currency system.

Copyright © 2024 UDPN. All rights reserved.



riversal igal Payments Notwork udjpn
2.2.1. Hedera Stablecoin Studio

The Hedera Stablecoin Studio is a new open-source SDK released by the HBAR
Foundation, Hedera, Swirld Labs, and lobuilders. This SDK simplifies developing and
deploying stablecoin applications on the Hedera Network. The toolkit offers critical
services such as a Proof-of-Reserve feature and custody provider integrations to
strengthen trust and security. Stablecoins built with Hedera Stablecoin Studio
support KYC/AML flags and related services to reduce the compliance burden on
stablecoin issuers.

Below is a summary of the stablecoin we deployed with the Hedera Stablecoin Studio
on the testnet:

Field Value
EVM Address 0x00000000000000000000000000000000004311d3
Token ID 0.0.4395475
Name USD_GFT
Symbol USDGFT
Decimals 6
Initial Supply 1,000,100,000,000
Total Supply 1,000,100,000,000
Max Supply Infinite
Treasury SMART CONTRACT - 0.0.4395474

Table 1: Testhet Hedera Stablecoin Information

Since the stablecoin was deployed on testnet, we have deployed a simplified smart
contract version and can integrate more advanced versions in production.
Additional information on this token can be found via the following explorer link:
https://hashscan.io/testnet/token/0.0.3980261
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Figure 2: Testnet Hedera Stablecoin info on Hash Scan
Copyright © 2024 UDPN. All rights reserved. 7


https://hashscan.io/testnet/token/0.0.3980261

PoC Results Report 2024
Universal Digital Payments Network

2.2.2. EMTECH CBDC Sandbox

EMTECH is a leading CBDC technology provider that leverages the Hedera Network to
issue and manage CBDCs. The company’s certifications (ISO 27001 & SOC 2) testify
to its professionalism, state-of-the-art cybersecurity, and compliance processes.
EMTECH offers solutions catered to central banks and financial institutions. During
this PoC, we leveraged the EMTECH Digital Cash Sandbox, which allowed us to use
test CBDC tokens issued by the EMTECH Team. We customised the Transaction Node
to support settlement via the Digital Cash Sandbox APIs and facilitate transaction

message flows.

Field Value

EVM Address 0x000000000000000000000000000000000014945d
Token ID 0.0.1348701

Name Beyond Cash

Symbol BYDC

Decimals 2

Initial Supply 60,000.00

Total Supply 60,000.00

Max Supply Infinite

Treasury 0.0.5081351

Table 2: EMTECH CBDC Sandbox Information

Beyond Cash token is a simulated CBDC deployed on the Hedera mainnet, the

details are available online via the following link:
https://hashscan.io/mainnet/token/0.0.1348701

2.3. Solution Overview
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Figure 3: Transaction Node Architecture and Integration with UDPN
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The UDPN orchestrates transaction requests, specifically transfers and swaps
between digital currencies deployed on Hedera for this POC. The UDPN infrastructure
communicates the transaction messages to the Hedera Network via custom
Transaction Nodes (directly using Hedera SDK and using EMTECH CBDC Simulator API)

The Transaction Node is a backend application composed of five services:

e Connector: This component listens to and registers transactions from the
Hedera Network and acts as an interface for other services inside the
Transaction Node.

e Ledger Service: This component is the heart of the Transaction Node. It acts as
a local registry for UDPN transaction requests and an orchestrator that
updates the status of UDPN transactions.

e Indexer: This component saves transactions from digital currency systems.

e Signatory: This component ensures that all data collected from external
sources (i.e, external to the UDPN Validator Nodes) is not tempered.

e APl services: These services allow a technical user or an application to make
REST API calls to interact with and review transaction data processed by the
Transaction Node.

The UDPN infrastructure was created to facilitate integration with various blockchain
and digital asset platforms. The UDPN Transaction Node API specifies a set of
interfaces that need to be implemented within a custom Transaction Node
Connector that supports a specific settlement platform. Java was chosen as the
technology for the Transaction Node API, making the Hedera SDK a natural fit.

This PoC focused on creating two instances of the Transaction Node, leveraging the
Hedera Java SDK to broadcast stablecoin transactions on the Hedera testnet and
the EMTECH Digital Cash Sandbox to broadcast test CBDC transactions on the Hedera
mainnet. As part of this PoC, GFT implemented the Transaction Node components
using the UDPN Transaction Node API.

To execute the transfer request built by the Business Node operators, the Transaction
Node connected to the Hedera Stablecoin was modified to support the following
functions:

e addTokenTransfer (<tokenld>, <accountld>, <value>): a method to specify the
originator and beneficiary of the transaction, the transaction amount, and the
token involved in the transaction

o freeze() along with setNodeAccountld() and setTransactionid(): a method to
create an unsigned transaction before signing it

« sign(<private key>): a method to sign a transaction with a private key (ED25519)

o execute (client): a method to submit the transaction to the Hedera network
e getReceipt(client): a method to request the receipt of the transaction

Copyright © 2024 UDPN. All rights reserved. 9
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e receipt.status: a method to collect the transaction status

These code modifications allow the UDPN participants to access payments on the
Hedera Network seamlessly as the Business Node simplifies the integration process
for potential new users. As a result, we expect additional use of Hedera Services for
payments and higher transaction volumes on the Hedera Network. This work lays the
foundation for additional integrations with other UDPN-branded solutions, such as
the UDPN Tokenised Deposit and Stablecoin Management System.

Upon successfully adapting the Transaction Node code, we followed the following
process to deploy the Transaction Node in the UDPN UAT Environment:
1. GFT configured the Transaction Node and performed a final code review.
2. Red Date set up a cloud instance for GFT to deploy the Transaction Node
application in this cloud instance.
3. GFT worked closely with Red Date to deploy the Transaction Node in the
pre-production environment and ensure it was properly onboarded.
4. GFT conducted test transactions to ensure the integration was indeed
successful.

2.4. Decentralised Identity (DID) and Digital Currency Accounts

A UDPN DID is a unique identifier held by each user of the UDPN network services.
Businesses can create a unique DID for each user or utilise a single DID for multiple
users. Any entity can create UDPN DIDs by downloading the open-source Business
Node software and our DID software development kit (SDK). By running the SDK
locally, the business can create three essential documents: a document containing
authenticating information, a document storing the corresponding private and
recovery keys, and a document storing the DID string.

Digital currency accounts employed in this PoC were pre-funded with stablecoins
and Hedera Test Tokens to cover gas fees. The table below illustrates the UDPN DIDs
and digital accounts on the Hedera Network:

Hedera Network Testnet
Sender DID did:udpn:5aNRGN5RN6Ge5gE9gqLo46rktaYs
Source Currency USDGFT-Hedera (a simulated stablecoin on testnet)
Type/Digital Currency
System
Account 0.0.4457106

Table 3: Test DIDs and Digital Currency Accounts

Copyright © 2024 UDPN. All rights reserved.
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2.5. UAT Environment
GFT and Red Date deployed a UDPN Business Node in a UAT environment so that the
HBAR Foundation could test the UDPN core functionalities via a dedicated Ul. This UAT
is hosted and will be maintained by Red Date for the entire duration of the PoC.

The testing environment caters to business and technical stakeholders with intuitive
user interfaces and extensive APl documentation. It allows its users to understand
how multiple digital currencies can be used in various use cases. Commercial Banks,
central banks, and potential alliance members can experiment with the four core
UDPN transactions: creating decentralised identities, mapping them to digital
currency accounts, performing currency transfers between accounts, and executing
digital currency swaps.

During this PoC, the UDPN builders created a new set of Transaction Nodes supporting
the Hedera Network technology stack and tested these in the UDPN UAT environment.

2.6. Transfer and Swap Processes and Sequence Diagrams
A UDPN transfer is a transaction between two parties within a single digital currency
system, such as a USDC transaction between Alice and Bob on the Hedera Network.
In this process, a specific amount of a single digital currency is moved from one
account to another. The sequence diagram below describes a transfer flow on the
UDPN.

Transfer Transaction Flow

This time sequence illustrates a single currency transfer enabled end-to-end by the UDPN Sandbox.

Business Node Validator

Nodes
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H i 1c) Submit Transfer Request |
pTransfer Req.

H 1b) Create Transfer Request

e
1
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Figure 4: Transfer Sequence Diagram

Here is a detailed explanation of the transfer process for people not familiar with
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UDPN transfers:

The user initiates the transfer via a web application by selecting their digital
currency account and the digital currency they want to transfer. They also enter
the amount of digital currency to be transferred and the beneficiary's digital
currency account. Once all information is properly entered into the user interface,
the application communicates this information to the Business Node via an API
call. The UDPN Business Node also transfers the transfer request to a Validator
Node via an API call.

The Validator Node receives the transfer request, validates the transfer
information, and returns a set of Transaction Nodes supporting the digital
currency entered by the user to the Business Node via an API call. The Business
Node returns this information to the web application.

The user is presented with the list of Transaction Nodes that can broadcast the
transfer transaction on their behalf.

The user selects the Transaction Node they trust to broadcast their transaction
and sign the transactions to be broadcasted. Next, the web application transfers
the Transaction Node information and the signed transaction to the Business
Node via a dedicated API.

. The Business Node submits the information about the selected Transaction Node

and the signed transaction to the Validator Node, which once again validates the
transaction format and calls a smart contract to orchestrate it.

. The Validator Node sends the signed transaction and relevant instructions (e.g.

transaction processing fees) to the Transaction Node.

The Transaction Node broadcasts the signed transaction to the Hedera Network,
calling the Hedera Token Service. Once the transaction is broadcasted, the
Transaction Node requests a transaction receipt via the Hedera SDK to ensure its
successful execution. Upon receiving this message, the Transaction Node
confirms the transaction status with the Validator Node.

. The Vadlidator Node transfers the execution status information to the Business

Node, which transfers it back to the web application and the end user.

Conversely, a UDPN swap involving two digital currencies, a stablecoin and a CBDC,
is split into two distinct transfers. During a swap, the originator sends their digital
currency (stablecoin) to a stablecoin liquidity pool, while a CBDC liquidity pool
operator transfers an equivalent amount of CBDC to the beneficiary. This
arrangement guarantees seamless currency exchange regardless of the jurisdiction
or underlying infrastructure, as each currency remains within its respective digital
currency system. The sequence diagram below describes a swap flow on the UDPN.

Copyright © 2024 UDPN. All rights reserved.
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Swap Transaction Flow

This time sequence illustrates a swap transaction between 2 digital currencies enabled end-to-end by the UDPN Sandbox.
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Figure 5: Swap Sequence Diagram

Here is a detailed explanation of the swap process:

1. The user initiates the swap via a web application by selecting their digital
currency account, the symbol of the digital currency they want to transfer, and
the symbol of the digital currency the beneficiary should receive. They also enter
the amount of digital currency to be transferred and the beneficiary's digital
currency account. Once the user validates the swap, the application
communicates this information to the Business Node via an API call. The UDPN
Business Node also transfers the swap request to a Validator Node via an API call.

2. The Validator Node receives the swap request, validates the swap information,
and returns FX information with a set of Transaction Nodes supporting the digital
currency swap requested by the user to the Business Node via an API call. The
Business Node returns this information to the web application.

3. The user is presented with the list of Transaction Nodes that can broadcast the
swap transaction on their behalf.

4. The user selects the set of Transaction Nodes they trust to broadcast their
transaction and sign the transactions to be broadcasted. Next, the web
application transfers the Transaction Node information and the signed
transaction to the Business Node via a dedicated API.

5. TheBusiness Node submits the information about the selected Transaction Nodes
and the signed transaction to the Validator Node, which once again validates the
transaction format and calls a smart contract to orchestrate the swap.

6. The Validator Node sends the signed transaction and relevant instructions (e.g.,
transaction processing fees) to the Transaction Node, which processes the first
leg of the swap.

7. The Transaction Node processing the first leg of the swap broadcasts the signed

Copyright © 2024 UDPN. All rights reserved. 13
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transaction to the Hedera Network, calling the Hedera Token Service. Once the
transaction is broadcasted, the first Transaction Node requests a transaction
receipt via the Hedera SDK to ensure its successful execution. Upon receiving this
message, the Transaction Node confirms the transaction status with the Validator
Node. The Validator Node confirms the first leg of the swap is successful by
updating the UDPN FX smart contract.

8. The Validator Node triggers the second leg of the swap only if the first leg is
successful. Upon confirming the first leg of the swap is successful at the previous
step, the second leg of the swap is triggered, and relevant instructions (e.g.,
transaction processing fees) are sent to the Transaction Node, which processes
the second leg of the swap. The Transaction Node signs a transaction, which
ensures the digital currency entered by the transaction originator is delivered to
its beneficiary.

9. The Transaction Node processing the second leg of the swap broadcasts the
signed transaction to the EMTECH Sandbox, calling APIs built by EMTECH. Once the
transaction is broadcasted, the second Transaction Node requests a transaction
confirmation via the EMTECH Sandbox to ensure its successful execution. Upon
receiving this message, the Transaction Node confirms the transaction status
with the Validator Node. The Validator Node confirms the second leg of the swap
is successful by updating the UDPN FX smart contract.

10. The Validator Node communicates the execution status information to the
Business Node, which transfers it back to the web application and the end user.

Like Hedera, all UDPN swaps are atomic, meaning the beneficiary only receives their
funds once the initial transfer from the originator to the first liquidity pool is
successfully executed. If the second transfer from the liquidity pool to the beneficiary
encounters any issues, the first liquidity pool ensures a full refund to the originator.
This is achieved by the UDPN FX smart contract. Once the FX smart contract is aware
that the second leg of the swap has failed, the smart contract triggers a refund
transaction with the first Transaction Node. In such a case, the first transaction node
signs a transaction and returns all funds to the swap originator.

2.7. PoC Transactions
During this PoC, the UDPN builders hosted a Business Node on behalf of the HBAR
Foundation and provided associated credentials to allow the HBAR Foundation to
complete test transactions in the UAT environment.

The HBAR Foundation created a decentralised identity,

"did:udpn:5aNRGN5RN6Ge5gE9qLo46rktaYS,” and linked it to a dedicated digital
currency account, “0.0.4457106".

Copyright © 2024 UDPN. All rights reserved.
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Figure 6: Link a Digital Currency Account with a DID

The HBAR Foundation team used a dedicated web application instead of making
direct API calls for demonstration purposes. Upon accessing and logging into their
account, they navigated to the "Transaction Management’ tab and selected the
“Transfer” sub-tab. Next, the HBAR Foundation Team filled in the details outlined in the

table below:

Sender DID

did:udpn:5aNRGNS5RN6Ge5gE9qLo46rktaYs

Source Currency Type

USDGFT-Hedera

Send Account

0.0.4457106

Send Amount

1

Beneficiary Type

External Beneficiary

Beneficiary Account (Account
associated with USDGFT-Hedera)

0.0.4457086

Table 4: HBAR Foundation Transfer Details
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Figure 7: Transaction Management > Transfer
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After entering the information above, they clicked on the action

(end-user)” and entered their private key.

: “Simulate Signing

Simulated Signature

“message":

"TN Code": "TN0000131",

"Amount": "1,

"sourceAccountAddress": *0.0.4457106",
“sourceCurrencyType": "USDGFT/Hedera",
"TotalAmount": 1,
“targetAccountAddress": "0.0.4457086",

“userDid": "di

"IsKYC": "Yes"

* Private Key :

@

Note: UDPN sandbox connects to public chain test network only, hence please use private key of TEST account to sign the
transaction and DO NOT use real private key here.

Cancel

Figure 8: Simulated Signature

This triggered the transaction submission to the Validator Nodes and the team

copied the following transaction key to track the transaction status:

VNOOOO002_BN0O000133_5977c58bb6fe4d5b829b029d902404901719906363451

(¥) success

The transaction key is:
VN0000002_BN0000133_5977c58bbéfeddsb
8

17 1

oK
Y

udpn-sandbox

Figure 9: Transaction Key for tracking purposes

Welcome, admin BN Node VN Node TXn Node1(USDC-ETH)
@ Home Transaction Management | Transactions Search / Detail
. .
@ Account Management ~ Detail
[2 Transaction Management ~
Transfer
DD dicudpn:5aNRONSRNEGeSGEqLodErkiaYS
Swap
Transaction Type  Transfer Amount 1 USDGFT
TestCoin Transfer
Source Currency  USDGFT-Hedera TargetCurrency  USDGFT-Hedera
Search by Transaction Key Source Account Address 004457106 Target Account Address  0.0.4457086
Data Analysis
TNMame  THFPROXY TNCode  TNO000131
B Network Access Configuration ~
Estimated Channel Fee  0.001254 Hbar Rate -~
1 Contract Deployment
Total Amount 1USDGFT Received Amount 1 USDGFT
Submission Time July 2, 2024 15:48:03 PM UTC+08:00 Status  TN1 processed successtully
BNODO0133_

Txn Node2(EURS-ETH)
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56353 #* @006 « 0w BHe ¢+ O O :

Transfers

Hbar Transfers

0.0.4457106

106 -1.000000 » 0.0.4457086 1.000000

Figure 10: HBAR Foundation Transfer Information Summary (UDPN UAT & Hashscan Views)

with test stablecoin

Note: Given the Hedera testnet resets every 3-6 months, this transaction may disappear from the explorer in the near
future. For this reason, we included a screenshot of the explorer on the day of the transaction.

After confirming the transfer was successful, the HBAR Foundation team tested a
swap between USDGFT-Hedera and PayPal USD (Sepolia Testnet version). The
transaction details are presented below.

To complete the swap, the HBAR Foundation selected the "Swap" sub-tab under the
“Transaction Management” Tab. Next, the HBAR Foundation Team filled in the details
outlined in the table below:

Sender DID did:udpn:5aNRGN5RN6Ge5gE9qLo46rktaYs

Source Currency Type USDGFT-Hedera

Destination Currency Type PYUSD-Ethereum

Send Account 0.0.4457106

Send Amount 1

Beneficiary Type External Beneficiary

Beneficiary Account (on 0x902C51C16eA0654Bd0A2A63dfbD7d5306eAE943C
Ethereum Sepolia Testnet)

Table 5: HBAR Foundation Swap Details

Copyright © 2024 UDPN. All rights reserved. 7
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udpn-sandbox @ Contactus (@ admin
Welcome, admin BN Node VN Node Txn Node1(USDC-ETH) Txn Node2(EURS-ETH)
& Home Mar Swap
&4 . USE LIS SUIEEN LU SWap UIgitdl LUTEHLIES EIUIET IILETTA! W YUUIL DUSIHESS INUUE Ul BALSHIANY. F1IUL WU SWApRIIY Ul UUEIY, USETS 1IUSL Have
ccount Management v . o 3
g bound an applicable digital currency wallet with their DID.
[ Transaction Management ~
Transfer

Sender Details

Beneficiary Details

Business Account :

* Beneficiary Type: External Beneficiary
TestCoin Transfer
* Sender DID: did:udpn:5aNRGNSRN6Ge5gEIqGLO- Beneficiary Name:
Transactions Search
* Source Currency Type: USDGFT / Hedera * Target Currency type: PYUSD/ETH
Search by Transaction Key
Data Analysis * Send Account: 0.0.4457106 * Beneficiary Account: 54Bd0A2A63dfbD7d53a6eAEI430
8 Network Access Configuration v * Send Amount: 1y USDGFT

Reset

Figure 11: Transaction Management > Swap

After entering the information above, they clicked on the action: “Simulate Signing
(end-user)” and entered their private key.

Simulated Signature

{

"message":

"Source TN Code": "TN0000131",

“"Amount": "1,

“"serviceFee": 1.302962,

"Rate": 1.03,

"sourceAccountAddress": "0.0.4457106",

"sourceCurrencyType": "USDGFT/Hedera",

"TotalAmount": 2.304265,

"target TN Code": TN0000021,

“"targetAccountAddress": "0x902C51C16eA0654Bd0A2A63dfbD7d53a6eAE943C",
"targetCurrencyType": "PYUSD/ETH",

"userDid":
"IsKYC": "Yes"
}

46rktaYS"

* Private Key:

2074582¢167711a681b0af7629bad22e06ebad0d669e79b99eadf289631483da

Note: UDPN sandbox connects to public chain test network only, hence please use private key of TEST account to sign the
transaction and DO NOT use real private key here.

Sigr@nd Submit Cancel

Figure 12: Simulated Signature

This triggered the transaction submission to the Validator Nodes and the team
copied the following transaction key to track the transaction status:
VNOOO0002_BN0O000133_1a8148e14906474485524bcb164375121719906721457
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success

The transacti

jon key is:

VN0000002_BN0000133_1a8148e149064744
85524bcb164375121719906721457

Figure 14: Transaction Key for tracking purposes

VN Node

Welcome, admin BN Node
@ Home eme et
@ Aceount Management ~
oo
[@ Transaction Management -
Transfer Transaction Type
D Source Currency
TestCoin Transfer
‘Source Account Address
TN Name
Search by Transaction Key
Oata Analysis THCode
B Network Access Configuration ~ Estimated Channel Foe
i Contract Deployment
Rate
Received Amount
Submission Time

didudpn:5aNRGNSRNEGESGEIALOABIKIAYS

Swap

USDGFT-Hedera

0.0.4457108

THEPROXY

TNOODD131

0.001254 Hbar

1.03

1.03 PYUSD

July 2, 2024 15:53:21 PM UTC+08:00

_1s8148e

Contact us

Ton Node1(USDC-ETH) ‘Txn Node2 (EURS-ETH)
Amount 1 USDGFT
Target Currency ~ PYUSD-ETH
Target Account Address  0x802C51
Target TN Name  TNPYUSD
Target TNCode  TNOD00O21

Service Fee

Total Amount

Staws

164375121719906721457

1302962 USDGFT

2304265 USDBFT

THZ processed successfully

admin

HASH > SCAN

Transaction 0.0.4457106@17199

Transfers
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™ Sepolia Transaction Hash (Tx X +

<« C % sepolia. i abb

17314b! 33¢1509d6{0f0 23¢5d3

[ References & Chrome Store [ Work [ Life

Sepolia Testnet

@ Etherscan
Transaction Details <
D 0 s
[ This is a Sepolia Testnet transaction only ]

@® Transaction Hash:
@ status:
@ Block:

® Timestamp
% Transaction Action

@ From:

@ Interacted With (To):

® ERC-20 Tokens Transferred

® Value:

Search by Address / Txn Hash / Block / Token

0. % @ © 08 = @ % & ¢ e a2 6 0

S Y

Home  Blockchain v Tokens v NFTs v Misc v

17314b 3c1 3c5d 759
© Success
© 6230646 320 Block Confirmations.

©1 hr ago (Jul-02-2024 07:53:36 AM UTC)
Call Transfer Function by Oxb5Ce6Adb...86d5b4047 on [2) 0xCaC524Bc...6581B3bBY

0xb5Ce6Adb0a3B6FB64449bcABa14C21F86d5b4047

0xCaC524BcA292aaade2DF8A05¢C58F0a6581B3bB9 ]

LURLLECEN  Net Transfers.

From 0xbSCe6Adb...86d5b4047 To 0x902C51C1...a6eAE943C For 1.03 PayPal USD (PYUSD)

4 0ETH ($0.00)

it
<

Figure 14: HBAR Foundation Swap Information Summary with test stablecoin

(UDPN UAT, Hashscan, & Etherscan Sepolia Views)

Note: Given the Hedera testnet resets every 3-6 months, this transaction may disappear from the explorer in the near

future. For this reason, we included a screenshot of the explorer on the day of the transaction.

In addition to testing transactions between, the HBAR Foundation also completed test
transactions via a Transaction Node connected to the EMTECH Sandbox. The process
was almost identical to the steps described for the stablecoin transfers and swaps.

Therefore, we only present the transaction results below.

BNNama:  bn1

Transaction Type:  Transfer

Source Currency:  BYDC-emtech

Source Account Address:  0.0.5651709

TNMName:  THFPROXY

Estimated Channel Fee:  0.001036129HBar

Total Amount: 1 BYDC

Submission Time

Transaction Key:  VN00D0002_BNDOODDOG_32712b1653744864b2a804803dbacS8a1 720745294318

DID:  ic-udpnakzqsnFC52TtOSFASpUSEoKewtaz

Amount:  18YDC

Target Currency:  BYDC-emisch

Target Account Address:  0.0.5081351

TN Code:  TNODOO137

Rate: -

Received Amount: 1 BYDC

Status: N1 pracessed successhully

Figure 15: HBAR Foundation Transfer Information summary with test CBDC

Basic Information

BNName: bat

Transaction Type:  Swap

Source Currency:  BYDC-emtech

Saurce Account Address:  0.0,5651708

TN Name:  THFRROXY

TNCode:  THODDO13

Estimatod Channal Fes:  0.001625369HBar

Rate;  1.008

Received Amount:  1.008 AUDD.

Status:  TNZ pracessed successtully

Amount:

VNOOODDOZ_BNOOOD00E_bO1347a1cEEBA072H592 1261 b3H07I5317207 46398062

idtudpr-4KaaSnFCE271Q5F 4spUSBoKcwlaz

18vDC

Target Currency:  AUBD-Stellar
DL
Target TN Name:  THSTELLAR
Target TN Code:  TNOODD142
ServicaFse:  1BYDC
Total Amount: 2 BYDC

Submission Time

Figure 16: HBAR Foundation Swap Information Summary with test CBDC
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(UDPN UAT, Hashscan, & Etherscan Sepolia Views)

3. PoC Process

Since its inception in 2020, the UDPN team has devoted substantial efforts to helping
financial institutions and partners understand the significance of the Universal Digital
Payments Network, digital currencies, and our vision for the future of payments.

This section introduces the UDPN PoC Management Process and offers a non-
exhaustive compilation of answers to questions stemming from this PoC. We
compare the Hedera Network and the Ethereum Network as settlement layers. We
also perform a functional analysis to determine whether the Hedera Network
underlying technology could be used as one of the blockchains powering the UDPN
messaging infrastructure. Finally, we clarify security and privacy concerns.

3.1. PoC Management Process
The UDPN Team has created a standardised management process for each PoC.
This process allows the team to conduct multiple PoCs simultaneously in an
organised and structured manner. In this PoC, GFT and Red Date Technology took on
the PoC Project Manager and builder roles while the HBAR Foundation and Swirlds
Labs were Observers. Each role is described in the figure below:

Developer & Observer Roles Ldm

Developer Participants &} Observer Participants P
aQ

Contribute and develop the use case with GFT
and Red Date Tech + Share your knowledge and expertise
Share your knowledge and expertise + Join and contribute to weekly meetings
Join and contribute to weekly meetings + Optional: Review the source code
Test the APIs and contribute to the early + Optional: Participate in the redaction of the
discovery of bugs POC Report
Participate in the redaction of the POC Report + Optional Test the POC Ul following the Testing
Test the POC Ul following the Testing Guide Guide provided by GFT & Red Date Technology
provided by GFT & Red Date Technology

Figure 17: PoC Builder vs Observer Roles

The PoC started with a kick-off meeting on March 28", 2024, to help all stakeholders
(mainly GFT and the HBAR Foundation) align on the PoC objectives, timelines, and
management procedures. Working methods and communication lines were
established during the kick-off meeting to ensure smooth information sharing
(primarily via Slack and email).

Copyright © 2024 UDPN. All rights reserved.
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Given this PoC resulted from a grant application, the business requirements and
technical design documents were already in place, which allowed GFT to start the
development work right after the kick-off meeting.

All stakeholders met ad hoc to review progress and provide feedback on the PoC.
After each meeting, all participants received a report, including a Status Summary
and Action Logs. A RAG document was also created to keep track of risks and
mitigations discussed during the project.

GFT demonstrated test transactions in digital currencies. The first demo focused on
validating the stablecoin transfer functionality and a stablecoin swap from the
Hedera Network to the Ethereum (testnet). The second demo focused on validating
the CBDC transfer functionality and a CBDC-stablecoin swap from the EMTECH CBDC
Sandbox to the Ethereum (testnet). GFT and Red Date also deployed a dedicated
web application to allow ongoing testing by the HBAR Foundation.

This work culminated with the publication of this report.
3.2. Business Considerations

3.2.1. Comparison between the Hedera Network and Ethereum as settlement

layers

Online payments are ubiquitous today. Consumers use instant payments for daily
transactions, such as paying for a coffee with their phones or cards and online
shopping. Yet, merchants must wait for days, if not weeks, to receive debit and credit
card payments, making it difficult to manage cash flows. Cross-border transactions
are another example of current payment inefficiencies. Blockchain technology has
the potential to reduce settlement time dramatically, as already demonstrated by
digital asset markets operating 24/7/365.

When comparing settlement alternatives, the following network features should be
considered: transactions per second, average fees, transaction finality, and energy
consumption. The primary use case for settlement layers is instant payments
between individuals and businesses, supporting people's livelihoods. High
throughput is required to support a significant number of transactions, powering
entire economies at scale. Transaction finality ensures that payments cannot be
easily reversed, providing economic security for the recipient. Fees must be
reasonable and predictable to ensure everyone can access payment services and
businesses can predict their costs accurately. Finally, energy consumption is
increasingly important as countries aim to achieve their Net Zero Emissions Targets
by 2030, and digital payment infrastructures operating 24/7 may lead to excessive
energy consumption if not correctly designed.

The table below compares Ethereum (mainnet) and the Hedera Network based on
the above metrics.
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Metrics Hedera Ethereum
Network Mainnet

Transactions per second Up to 10,000 30
Average Fees $0.0001 $0.94
Transaction Finality 3.48 10-20 seconds
(Seconds to Consensus Finality)
Energy Consumption 0.003 9.956
(Average WH/TX)

Table 6: Functional Comparison of the Hedera Network & Ethereum Mainnet

While layer 2s are playing an increasing role on the scaling roadmap of competing
layer 1s, the Hedera Network is a superior alternative to most public layer 1s today.
Hedera is considering sharding solutions to increase its transaction throughput.
Furthermore, network fees are fixed, denominated in USD, and paid in $HBAR, allowing
businesses and technology companies to predict their costs easily, contrary to most
public blockchain protocols. Finally, the Hedera Network is an energy-efficient
infrastructure with firm ESG commitments. While building a network that consumes
the least energy amongst its peers, Hedera has purchased carbon offsets to become
a carbon-negative infrastructure.

3.2.2. Institutional Adoption of the Hedera Network

The UDPN aims to become a global network with a broad geographical and sector
representation. Similarly, the Hedera Council is governed by 32 organisations,
including Google, Nomura, IBM, Deutsche Telekom, and EDF. The composition of the
Council is striking as it is diverse and includes companies from different industries:
information technology, legal services, custody, financial services, aviation,
telecommunication, gaming, etc. These companies ensure the network’s stability,
timely upgrades, governance, and operations. While most public blockchains start as
decentralised initiatives and lack proper due diligence on their validators, the HBAR
Foundation has curated a group of diverse participants to ensure a gradual approach
to decentralisation, fostering trust as the network becomes increasingly decentralised.
This operating model is aligned with the UDPN ‘s operating model. We expect to
continue exploring synergies with the HBAR Foundation and driving institutional
adoption for both infrastructures.

In April 2024, the HBAR Foundation, Ownera, and Archax announced Blackrock'’s ICS US
Treasury money market fund had been tokenised on Hedera. FCA-regulated digital
asset exchange Archax launched a new set of tokenised shares after successfully
listing tokenised shares of a multi-billion money market fund last year. This is a
testament to regulated institutions’ trust in the Hedera Network and its underlying
technology. These are just two examples of the countless use cases the Foundation
has spearheaded to encourage the use of its technology in real-world use cases, such
as carbon credit tokenisation, tokenisation of loyalty programs, and real-time
payments.

Copyright © 2024 UDPN. All rights reserved.
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3.2.3. Hedera Integration with UDPN Solutions & Future Participation

During this PoC, the UDPN builders and the HBAR Foundation organised multiple
training sessions to foster a greater understanding of our joint offerings and define
further areas for collaboration. The HBAR Foundation introduced the Hedera
Stablecoin Studio, an SDK that allowed us to speed up our development efforts. It
provided regular technical support as the UDPN development team integrated Hedera
currency systems with the Transaction Node. The Stablecoin Studio allowed us to issue
our first test tokens on testnet within a day of starting the project without previously
working on Hedera technologies.

The UDPN builders team introduced the UDPN All-in-One Digital Currency Sandbox,
one of the world’s most advanced digital currency sandboxes, and the Tokenised
Deposits and Stablecoins Management System, the first production-ready solution
offered by the UDPN builders.

In March 2024, the UDPN builders, GFT and Red Date Technology, launched the UDPN
All-in-One Digital Currency Sandbox. It is the world’s most powerful digital currency
sandbox for commercial and central banks. The UDPN Sandbox serves multiple
purposes.

The UDPN All-in-One Digital Currency Sandbox is an institutional-grade secure
environment for deploying a multitude of innovative use cases and experimenting
with programmable applications. The Business Node operators can easily deploy
smart contracts run on the UDPN EVM. Application developers will be encouraged to
build new services on top of the UDPN infrastructure and will benefit from the support
of the UDPN Alliance members to build successful ventures.

After the user acceptance testing phase, the Transaction Nodes supporting the
Hedera SDK and the EMTECH CBDC Sandbox might be made available to UDPN
Sandbox clients as an add-on service.

All parties agreed to explore integrating the Hedera Network as an add-on to the UDPN
All-in-one Sandbox. In addition, the HBAR Foundation expressed interest in integrating
the Hedera Stablecoin Studio with the UDPN Stablecoin Management & Tokenised
Deposits Management System.

3.3. Technical Considerations

3.3.1. Leveraging Hedera Technology on the UDPN
The UDPN is a decentralised messaging infrastructure that uses smart contracts to
orchestrate transactions across multiple digital currency systems. With minimal
changes, the UDPN smart contracts can be run on any permissioned EVM-
compatible blockchain, including the Hedera technology stack.
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Over the past few years, Hedera has ramped up its EVM support to appeal to Solidity
developers and provide additional flexibility to its developer community. The Hedera
EVM was built on top of a Hyperledger Besu EVM client, which would make deploying
UDPN smart contracts seamless on a custom version of the Hedera infrastructure.
Yet, this EVM implementation also includes optimisations specific to the Hedera
technology stack.

Notable differences between Hedera and Ethereum exist:

e Both ECDSA and non-ECDSA accounts supported by Hedera are compatible
with the Hedera EVM

e Contracts can expire, and a recurring payment (rent fees) may be required to
ensure contacts remain active on the network. There are two kinds of rent fees:
auto-renewal fees and storage costs.

e Hedera technologies do not require mempools to process incoming
transactions because of the asynchronous byzantine fault-tolerant
consensus algorithm described in Section 3.3.3.

During this PoC, the UDPN builders determined that additional integration work would
also be required to support Hedera technologies at the Validator Node level. The
Validator Nodes are the heart of the UDPN, connecting Business Nodes to Transaction
Nodes. If the UDPN used the Hedera tech stack as one of its underlying technologies,
the Validator Nodes would need to be mapped to a permissioned network of Hedera
Consensus Nodes and run by the UDPN Alliance members.

3.3.2. Implementation differences between “traditional” EVM Transaction

Nodes and Hedera-Compatible Transaction Nodes

One key difference between our “traditional” EVM Transaction Nodes and Hedera-
compatible Transaction Nodes is that Hedera does not support transaction blocks,
as all transaction information is stored in transaction record files on the Mirror Nodes.
A mirror node is an archive node that stores transaction records, events files, and
balance files. Besides the Mirror Node, it is also possible to query basic transaction
information from a Consensus Node. The UDPN development team adapted the
Transaction Node connector to collect transaction data via API calls to a Consensus
Node.

In addition, during the integration work, GFT software engineers discovered gRPC
compatibility issues because the Transaction Node used Maven plugin, which was
incompatible with the light version of gRPC delivered with Hedera SDK. To remediate
these issues, the team decided to use Gradle instead of Maven to build the
Transaction Node implementation for the Hedera Network. At the same time, the
team responsible for the Hedera SDK reported that they were ready to prepare a
special release. This release would include a full gRPC library, ensuring that all future
implementations, including Hedera SDK, should be seamless.

3.3.3. Hedera Network Security
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Hedera's security is ensured by a robust and scalable consensus algorithm: an
asynchronous byzantine fault-tolerant protocol. This algorithm guarantees the
network will always reach consensus, contrary to other public blockchains. This
unique approach allows Hedera to avoid using mempools, which create congestion
issues and MEV (Maximum Extractable Value) attacks on public blockchains such as
Ethereum. The Hashgraph consensus only assumes that at least two-thirds of the
validators are processing transactions correctly and ensures that the network will
always achieve consensus despite dishonest node operators.

In addition, all databases operated by Hedera Validators are ACID (Atomicity,
Consistency, Isolation, Durability) compliant because each node stores transactions
locally following the consensus order, and all nodes share the same properties.

Finally, the Hedera Network is resistant to DDoS attacks because the network is
sufficiently distributed to make DDoS attacks on the entire network prohibitively
costly.

3.3.4. Production-Ready Environment Costs for UDPN Nodes
During this PoC, the UDPN builders estimated the requirements and costs of running
most UDPN nodes (Business Node, Validator Node, and Transaction Node) in a cloud
instance. For this example, we used an AWS estimation tool covering three regions
where our target users are located.

The recommended specifications to run a UDPN node are listed below:
e Instance Type: t4g.2xlarge (8 vCPU, 32 GiB RAM)
e EBS Storage: 500 GB (gp3)

Most of the cost is taken up by computing, which can vary significantly depending
on the target deployment region. For example:

Region Estimated Annual
Cost/UDPN Node

APAC - Singapore 3,500 USD

US East — N. Virginia 2,800 USD

Europe - Frankfurt 3,200 USD

Table 7: Estimated Infrastructure Costs by Region

Note: These costs are estimates based on on-demand pricing. Using AWS Savings
Plans can significantly reduce costs (up to 60-70% with a 3-year commitment). In
addition, considering other cloud service providers and on-prem hosting solutions
could generate significant infrastructure cost savings.
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On top of the base cost of provisioned compute resources, a production setup would
require considering the following:

e Failover Mechanisms:
Depending on the Recovery Time Objective (RTO) goal, failover mechanisms may
involve running a standby replica of all services at all times, which effectively doubles
the compute resources needed.

« Snapshots/Backups:
When considering an incremental snapshot mechanism and using a regionally
resilient service like Amazon S3, the cost varies based on actual usage (which is
determined by the incremental change to the data stored), region, and storage class
used. The price may range from 0.005 USD to 0.025 USD per GB stored, considering
only storage classes suitable for instant retrieval.

e Observability Platform:
The nature of the observability platform depends on the solution within the client’s
environment. For example, basic observability, which involves collecting logs, metrics,
traces with simple dashboards, and alerting available through AWS CloudWatch,
may cost less than 50 USD per month. Custom solutions may include additional
hosting/license fees.

e Managed Services:
Managed services can be used in a production environment to reduce
administrative overhead or meet specific requirements, such as global resiliency.
This can be especially beneficial for services like databases, queues, or k8s clusters.

3.4. Money Transmission & Privacy Considerations

3.4.1. UDPN's Responsibilities as a Messaging Infrastructure
The UDPN Alliance members do not exercise any control over the digital currencies
transmitted via the network because the UDPN underlying smart contracts and
blockchain constitute a messaging infrastructure, and they do not have access to
the private keys used to sign digital currency transactions.

Money transmitters can leverage the UDPN infrastructure to streamline their
operations, such as transferring digital currencies between two accounts or ensuring
compliance with the Travel Rule by leveraging a single set of APIs and applications
deployed on the UDPN underlying blockchain. However, money transmitters always
remain in control of their digital currencies and must comply with all applicable laws
and regulations in their jurisdictions. The APIs provided to interact with the UDPN
messaging infrastructure simplify the money transmitters’ interactions with digital
currencies but do not prevent them from complying with the law.

Like SWIFT, if the UDPN is used to transmit money for fraudulent or unlawful purposes,
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the UDPN Alliance Members will voluntarily support investigations. Indeed, the
network was designed to help regulators oversee transactions via the Transaction
Audit & Reporting Node, where transaction data is available in real-time.

3.4.2. Data Privacy

Personal information is neither stored nor transferred on-chain to safeguard data
privacy. Instead, all personal information is stored off-chain, and only the Business
Node operators retain the end users’ personal information during their internal KYC
processes. When a transaction message is validated on the UDPN network, Validator
Nodes and Transaction Audit and Reporting Nodes access limited information, such
as the DID identifiers of the originator and beneficiary, the currencies used, the
currency amounts, and the currency systems involved in each swap or transaction.
This approach ensures that data privacy is effectively managed by the Business
Node operators, further enhancing data privacy and optimising transaction speed.
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4. Conclusion

This UDPN PoC showcased one of the first digital currency transfers and swaps on a
high-performance network. The UDPN efficiently connects digital currency systems
for seamless cross-border and cross-network payments. During this PoC, two
additional Transaction Nodes were integrated into the UDPN: one supporting
stablecoins issued with the Stablecoin Studio, connecting directly to the Hedera
network via Hedera SDK and the other supporting EMTECH CBDCs via their Digital
Cash platform.

The transaction confirmations were noticeably faster than on other networks,
highlighting this PoC's potential for commmercial applications where transaction
execution and settlement must be achieved in real-time. The UDPN empowers
businesses and financial institutions to utilise regulated digital currencies effectively
in payment applications. The UDPN ensures data privacy and encourages broader
adoption by maintaining a decentralised and secure architecture.

The PoC outcomes demonstrate UDPN's potential to simplify integration processes,
reduce costs, and increase transaction speed in the digital payments landscape. As
the network progresses, regulatory considerations and compliance will remain
critical for its success. Overall, the UDPN promises to reshape the future of digital
payments and financial transactions.
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